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Presentation objectives

To explain how the Data Space protocol is being used in several projects

and to give a brief outline what is required as next steps.

This presentation does not explain the Data Space Protocol because that
can be found here: Dataspace Protocol 2024-1 | IDS Knowledge Base

https://docs.internationaldataspaces.org/ids-knowledgebase/dataspace-protocol
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https://docs.internationaldataspaces.org/ids-knowledgebase/dataspace-protocol

Dataspace Protocol 2024-1 | IDS Knowledge Base
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D S S C TOO I bOX (https:/ftoolbox.dssc.eu/)
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9 matching tools

= TNO Security Gateway

. (TSsG)

20 Participant Agent

The TSG components allows you
to participate in an IDS dataspace
to exchange information with
other organizations with data
sovereignty in mind. You will be...

‘ Learn more ‘ Compare

n Semantic Treehouse
i

@3 Vocabulary

Systems need to use a common
data model to communicate.
Semantic Treehouse helps you
and your community to agree on,
define and improve these models
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TN O O pe n SOU rce (including documentation how to install)

DATA SPACES
SUPPORT CENTRE

NOTSG v09.0+ Documentation APlsv Contact =8 Semantic Treehouse Documentation Showcases Roadmap APl Blog

TNO Security Gateway

Implementation of a Participant Agent

Create data sharing
standards together

Systems need to use a common data model to
communicate smoothly. Our vocabulary hub i
o=

Semantic Treehouse helps you and your { ))/O
community to agree on, define and improve I \)
-

these models.

Documentation APIs Contact
The documentation covers the Architecture The APIs are documented by OpenAPI Interested in using the TNO Security
overview, developer documentation and specifications, visit APIs to view them. Gateway? Get in contact!

steps to deploy the Participant Agent.

The TNO Security Gateway (TSG) is an open-source Participant Agent implementation, initially developed at TNO. This site provides explanations of the high-leve
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The ZERO\V Data Space v2.0

Introduced Summer 2024 Mobile Wallet App

One of the first implementations
of the new Data Space Protocol!

More standardized,

means a more

sustainable solution
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Control

= ZERO Plane

HOME

@ Dashboard

DATASPACE PROTOCOL

El Catalog Request

Product Catalog

Control Plane Dashboard - My Catalog

This page displays the Catalog that is available through your control plane. It shows the datasets that are part of your catalog.

O admin 3 >

Datasets [3 Services o Data Planes Active Transfers pad
2y Negotiations
2 1 1 0
& Transfers
DATAPLANES
8 Dataplanes Product Catalog
REGISTRY Product Catalog connector
B Registry Parsed View ()
Publisher
did:web:productcatalog.dsp.zerow.dataspac.es
S Product Catalog Data App
Current version: 0.1.0
Policies: 1
References
Abstract model [
Version model [ 0 0 (70 0 o
w4 Link to the API specification of the service
All versions
i
TEG, by ™0 )
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1{
2 "openapi”: "3.0.0", -
3 "paths": {
2 "y
5 "get":
6 "operationId": "AppController_getHello",
7 "parameters": [],
8 "responses™: {
9 "280": {
18 "description™: ""
11 }
12 }
13 }
14 Ts
15 "/product”: {
16 "post": {
17 "operationId": "ProductController_create”,
18 "parameters”: [],
19 "requestBody": {
20 "required": true,
21 "content": {
22 "application/json": {
23 "schema": {
24 "$ref": "#/components/schemas/CreateProductDto”
25
26 }
27 }
28 1, .o .
29 "responses™: { f
29 ponses”: API specification,
31 "description”: "" B . . .
2% ! required for integration
34 "tags":
35 "Products”
36 ]
37 ¥,
38 "get": {
39 "operationId": "ProductController_findAll",
49 "parameters": [
41
42 "name": “"page",
43 "required”: false,
42 "in": “query”,
45 "schema": {
46 "minimum": 1,
47 "default": 1,
48 "type": "number"
49
56 3.
51 1
52 "name™: "take",
53 "required”: false,
54 "in": "quer‘y",
55 "schema": {
56 "minimum™: 1,
57 "maximum”: 5@,
58 "default": 18,
59 "type”: "number" -

Funded by
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Control

= ZERO Plane

HOME

@ Dashboard

DATASPACE PROTOCOL

El Catalog Request

Product Catalog

Control Plane Dashboard - My Catalog

This page displays the Catalog that is available through your control plane. It shows the datasets that are part of your catalog.

O admin 3 >

Datasets [3 Services o Data Planes Active Transfers pad
2y Negotiations
2 1 1 0
& Transfers
DATAPLANES
© Dataplanes Product Catalog
REGISTRY Product Catalog connector
B Registry Parsed View ()
Publisher
did:web:productcatalog.dsp.zerow.dataspac.es
S Product Catalog Data App
Current version: 0.1.0
Policies: 1
References . . .
A
o 0 g Link to semantic model of the service
Version model [
Format ([
All versions
i
TEG, by ™0 )
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™ Semantic
Q@

Treehouse

=5 Specifications
= Codelists

& Validator

) Issues
£, Groups
2, People
Fl Organizations

2 Accounts

= Business rules
= Message mappings

I, Uploads

Ontology

é FoodFacts datamodel :

Available information for the example service: ZeroW Product database based on
information from the Open Food Facts database. (https:/world.openfoodfacts.org/)

Version Publication date

EgzdFacts datamodel v0.0.1 m 2024-07-23

Release notes Acknowledgements

0.0.1

The objective of the ontology is to provide an example for educational purposes for using the ZeroW Vocabulary hub and the use of Service Self-descriptions as part of the demo application Product Database.

Documentation See also

The ontology is derived by ChatGPT 4o from Open Food Facts APl as described here: API Fields - Open Food Facts wiki, Data fields - Open Food Facts and world.openfoodfacts.org/data.

[t is not the intention to provide an ontology for Open Food Facts, but merely to have a similar ontology available to support the workshops.
When it becomes available, this ontology will be replaced with the official Open Food Facts ontology.

Note:

For operational use of Open Food Facts information, please use the corresponding API which can be found here: world.openfoodfacts.org/data

RN Funded by
ZE ROW the European Union

Grant Agreement no. 101036388
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v Specifications :

< Vocabularies :
= Codelists

ﬁ Semantic ek Q e e

L” Treehouse

<3 Specifications

& Validator

[ Issues
Groups

People

2
E Organizations

Accounts

Business rules
Message mappings

Uploads

ONTOL

w ZeroW Ontology

GY

ZeroW Demo

v2-clean-customized
Graph view * Tree view *
Export ttl &,

ONTOLOGY
DEMETER AIM - AgriProduct
The DEMETER AgriProduct is one
of the agri profiles of DEMETER
AIM. This profile was created by..
v3.0

Graph view + Tree view *
Export ttl &,

ONTOLOGY
DEMETER AIM - AgriPest

The DEMETER AgriPest is one of

the agri profiles of DEMETER AIM.

This profile was created by...

v3.0
Graph view * Tree view *
Export ttl &,

v Data models :

JSON SCHEMA
OpenFoodFacts Product
JSON Schema

The JSON Schema used to

represent an OpenFoodFacts

product in the SILL9 data...

ONTOLOGY
DEMETER AIM - AgriProperty
The DEMETER AgriProperty is one
of the agri profiles of DEMETER
AIM. This profile was created by...

v3.0

Graph view + Tree view +
Export ttl &,

ONTOLOGY
DEMETER AIM - AgriAlert

The DEMETER AgriAlert is one of
the agri profiles of DEMETER AIM.
This profile was created by...

v3.0

Graph view * Tree view +
Export ttl &

ONTOLOGY

DEMETER AIM - Agrilntervention
The DEMETER Agrilntervention is
one of the agri profiles of
DEMETER AIM. This profile was...
v3.0

Graph view * Tree view *

Export ttl &,

ONTOLOGY

é FoodFacts datamodel

ZeroW Product Demo database
based on the Open Food Facts

v0.0.1 - 2024-07-23
Graph view + Tree view +
Export ttl &,

ONTOLOGY
DEMETER AIM - AgriSystem
The DEMETER AgriSystem is one
of the agri profiles of DEMETER
AIM. This profile was created by..
v3.0

Graph view * Tree view *
Export ttl &,

ONTOLOGY
DEMETER AIM - AgriCrop

The DEMETER AgriCrop is one of

the agri profiles of DEMETER AIM.

This profile was created by...

v3.0
Graph view + Tree view *
Export ttl &,

© 4= Scrvice data model description

ONTOLOGY
DEMETER AIM - AgriFeature
The DEMETER AgriFeature is one
of the agri profiles of DEMETER
AIM. This profile was created by..

v3.0
Graph view * Tree view +
Export ttl &,

ONTOLOGY
DEMETER AIM - cross domain
The DEMETER cross domain
ontology i) defines concepts and
terms that are generic and..

v3.0
Graph view * Tree view +
Export ttl &

ONTOLOGY

DEMETER AIM - AgriCommon
AgriCommon is one of the agri
profiles of the Agriculture

Information Model (AIM). This...

v3.0
Graph view * Tree view *
Export ttl &,

ONTOLOGY
DEMETER AIM - FarmAnimal

FarmAnimal is one of the agri
profiles of the Agriculture

Information Model (AIM). This...

v3.0
Graph view * Tree view *
Export ttl &,

ZeroW
ontology
library
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Data spaces require solutions for semantic interoperability

DATA SPACES
SUPPORT CENTRE
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A privacy preserving dataspace for cancer research
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Research
application

Other dataspaces
(e.g. EHDS, IDERHA)
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Research
application

Other
dataspaces

(e.g. EHDS) qi)ro

HERACLES
node
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Dataspace control

Manage &
monitoring

FAIR Data Points

Discover

FAIR Data Stations

Import

Healthcare research

Analyse

HERACLES channels

Dataspace p

rotocol
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Applications

Local storage

Dataspace layer




Data Space Protocol — Catalogue API

Functional requirements for a catalogue API:
* Request a catalogue to be downloaded from a FAIR Data Point

. FAIRD Poi
e Request a dataset to be downloaded from a FAIR Data Point ata Points

Discover =
PN g

HERACLES channels

Dataspace protocol
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_________________

Privacy Enhancing Technology (PET) for HealthCare domain

i Back-end : E Back-end : i Back-end : E Back-end :
PET server PET server PET server PET server 03;%
7 OpenAPI 7 E _____________ ! PET API o |
Data plane Data plane  Data plane ! . Data plane |
Control plane contrel plone Control plane Control plane o eene™ | Control plane

Option A: data plane as separate component Option B: PET server connected to control plane
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_________________

AAS server

Data plane

Open (REST) API

AAS server

I

Control plane

Control plane API

Data plane

I

Control plane

AAS server

AAS API

Asset Administration Shell (AAS) for Manufacturing Data Space

_________________

AAS server

Control plane

Control plane API

Control plane

Option A: data plane as separate component Option B: AAS server connected to control plane
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Overview required

interface
specification
standards
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«subsystem»
Gaila-X DCH




Conformity Assessment Policy and
Credential Profile

Eclipse
Data Rights policies Protocol
(DRP)

Eclipse
Decentralized Claims Protocol
(DCP)

s
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Policy & Credential Profiles
ODRL policy model, subject format VC

DID Resolve Protocol
Between Wallets and Data Space Wallet

Credential Issuance Protocol
Between Wallets and Data Space Wallet

Verifiable Presentation Protocol
Between Wallets and Control plane

Data Space Protocol
Between Control Plane components

Data Exchange Protocols
Between Data Plane components

Proposed standard by EDWG

Existing did:web standard h‘
Proposed standard by EDWG o

Proposed standard by EDWG

s




Questions ?
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Thank you for your attention!

Any Questions?
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https://www.pliades-project.eu/
https://twitter.com/PLIADESproject
https://www.youtube.com/@PLIADESproject
https://www.linkedin.com/company/pliades-project

Backup slides
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Global & European Standards

Foundational (global) technical standards Protocols

W3C DCAT —> for describing your datasets and services . Dataspace Protocol (DCAT/ODRL)

W3C ODRL —> for defining (technical) access and usage policies
«  DCP + OID4VC (VC/VP)

W3CVC/VP - for the exchange of identities and attestations

W3C RDF —> for specifying semantic models
(IDSA, Gaia-X, Eclipse and others)

Key technical specifications for
data space services

Legal requirements Harmonised EU Domain specific

NEQLET choices Technical rulebook for

CEN/CENELEC + ETS| . Policies your data space

JTC25 initiative
elDAS * Data Models
C Data Act
Data Governance Act standardisation request e APIs

Data Act
(e.g. article 33)
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